
 
 
 
 
 
 

 
 

The PECR Paradox 

  
 
 
 
 
 
 
 
 
 

Participant materials  



 2 

Background to the case 
 
You and your fellow delegates are Data Protection Officers working for an outsourced 
DPO-as-a-service company called ‘Get Data Protection Right’. The GDPR company was 
hired by Bookwells, a massive London-based book shop located on the Strand. 
Bookwells is a London institution, famous for its multiple specialisms, including law, 
academic textbooks, and the largest collection of fiction in the capital. It has been 
owned by the Wells family for 100 years.  
 
In a concession to keeping up with the times, Bookwells has established a reasonably 
successful website to complement the shop. The Wells family were conservative in 
terms of their approach to modern marketing techniques, happy to see the website 
working but having little interest in profiling, text promotions or other approaches that 
younger members of staff would sometimes suggest.  
 
Patrick Wells, the elder statesman of the family who ran the business day to day, has 
died. His wife Bridget is quite frail, and has retired to the South of France, disillusioned 
with a business that she thinks her husband cared more about that her. Their only child 
Henry has a free hand on whether to run the business himself or sell it. No keener on 
Bookwells than his mother, he has decided to play no more part in the business and 
has found a willing buyer. EveryBook is an American online retailer keen to expand its 
business into new territories, buying bookshops and book businesses around the 
world. 
 
To avoid negative stories following some bad PR around other acquisitions, EveryBook 
has appointed Penny Wells, Henry’s daughter, to run the Bookwells business. Penny 
did not want her father to sell the business. Her aim is to preserve some of the 
traditions and high standards that her Grandfather ran Bookwells with, while ensuring 
that Bookwells is a viable business which one day she can reclaim. She wants an 
objective third-party view on the marketing plans of Chad Winkler, an American 
marketing specialist who has been sent over to London to, as he sees it, drag 
Bookwells’ marketing kicking and screaming into the 21st century. 
 
Chad has produced an ambitious marketing strategy for Bookwells, and your job is to 
consider Chad’s various proposals and give advice both on the data protection and 
PECR proposals. Penny does not want to junk Chad’s proposals, but she doesn’t want 
Bookwells to break the law. She wants to support any of his ideas that are lawful.  
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Currently, Bookwells sends out a quarterly newsletter of book recommendations to a 
number of different specialist groups, the members of which have all actively 
consented to receive the newsletter. It also sends out its famous seasonal catalogues 
by post to people who have opted in. These are separate lists, although many people 
are on both. The mailing lists are operated via a spreadsheet – they do not have any 
mailing list or other similar software or service providers. It does no other marketing 
 
Bookwells has some other datasets – the details of people who have ordered books 
online, and the contact details of people who have bought items at the Bookwells store 
who asked for an e-receipt. Historically, Bookwells do not use this data for marketing. 
 
Penny has sent you an email, and this is where your involvement begins. 
 
FROM:  pennywells@gmail.com   SENT: 8.02pm, Nov 1st 2020  
TO:  GDPR DPOs group  
Cc:   
SUBJECT: CHUFFING CHAD 
 
Hi Team 
 
Hope you’re all doing great. 
 
You will get a separate email from my Bookwells account tomorrow formally asking for your 
advice on this matter, but I wanted to give you a bit of context. I’m sure it’s legit work on the 
Bookwells contract, but I’m hoping that we can keep this aspect between us. 
 
You’re going to receive a marketing strategy from Chad Winkler, and a request for your 
feedback. Chad is this Alpha Male American from EveryBook who thinks he’s God’s gift to 
everything, but especially marketing. Honestly, he might be the bee’s knees in the US, but I 
don’t think he has a clue about the way data protection works. I’m no expert but he’s talking 
about buying data from people he’s met on LinkedIn and making everything opt-out. It sounds 
bad. 
 
I’m still finding my feet with EveryBook so I don’t want this to be another Penny Problem, but I 
worry that this guy’s going to make a mess of this. Please Please Pretty Please: look at what 
he’s saying and give me chapter and verse about what we can do and what we can’t. 
 
Best wishes 
 
Penny  
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There are three different pieces of UK legislation relevant to this session: 
 

• The UK GDPR, a European Regulation (the General Data Protection Regulation), 
retained and transposed into domestic law when the UK left the EU  

• The Data Protection Act 2018, which sets up a variety of different systems and 
processes to make the GDPR (and other data regimes) work in the UK 

• The Privacy and Electronic Communications (EC Directive) Regulations 2003, 
which contains amongst a host of provisions affecting telecommunications, a set 
of rules for electronic direct marketing. 

 
Below is a summary of the main elements of these three laws that will help you to join 
in with the session. 
 
GDPR and PECR’s effect on marketing 
 
GDPR applies in any situation where ‘personal data’ relating to a living person is being 
used, so even in circumstances where the sender of marketing does not know the 
identity of the recipient, GDPR would still apply if identification were possible. 
 
It is worth noting that although most of the information used to send direct marketing 
would be personal data, but in the theoretical situation that a phone number or email 
could not be linked back to a person, PECR would still apply. 
 
PECR is light on some definitions, taking them from GDPR or the UK Data Protection 
Act rather than them being set them out in the legislation. Consent is defined by the 
GDPR (see below) and direct marketing is defined to some extent by the Data 
Protection Act, to be further interpreted by the Information Commissioner’s Office. 
 
The DPA’s definition of direct marketing (crucial to both the exercise of some GDPR 
rights and whether PECR applies) is “the communication (by whatever means) of any 
advertising or marketing material which is directed to particular individuals”. This 
doesn’t really explain what type of content is captured by “advertising or marketing”. 
The ICO takes it to mean any promotion of goods or services and the promotion of an 
organisation’s aims and ideals. 
 
Principles 
 
Sending direct marketing is a form of processing like any other, so the GDPR rules 
apply in the normal way as they would in any other scenario. In short, this means: 
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• Your data must be obtained lawfully, fairly and transparently (GDPR A5.1.a) 
• Data cannot be reused for marketing purposes unless that purpose is 

compatible with the original purpose for which the data was gathered (GDPR 
A5.1.b) 

• Data used for marketing purposes must be minimised – the data processed must 
be adequate, relevant and not excessive e.g. there is no need to process home 
addresses if the only intention is to send marketing by email (GDPR A5.1.c) 

• Data must be accurate – if using a person’s name, it should be correct, and 
inaccuracies should be corrected without delay (GDPR A5.1.d) 

• Once the data is no longer required, it should be disposed of properly (GDPR 
A5.1.e) 

• Data held for marketing purposes should be secure, available to those who 
need it and protected against misuse, inappropriate access and corruption 
(GDPR A5.1.f) 

 
GDPR covers gathering, processing and other background activities; PECR applies to 
the sending of direct marketing messages using several different electronic methods. 
One crucial PECR effect is on GDPR’s requirement to identify a lawful basis (A6) on 
which to process data. Four of the lawful bases are unlikely to apply to an optional 
activity like marketing (contract, legal obligation, vital interests and official authority) 
and so GDPR effectively requires that marketing is undertaken either with consent or 
after a legitimate interests assessment.  
 
Consent 
 
Consent is defined as being any freely given, specific, informed and unambiguous 
indication of the data subject's wishes (A4.11) via a “a statement or by a clear 
affirmative action, while A7.1 specifies that consent must be demonstrable. this means 
that an opt-out model can never be used to obtain consent, as it does not involve a 
clear affirmative action. 
 
Legitimate interests 
 
A legitimate interests assessment is a way of unpacking the requirements of the 
legitimate interests lawful basis (A6.1.f.). There is no specific requirement to carry one 
out in the GDPR, but it is probably the only way to square its use with the GDPR’s 
demand for accountability and the need in A24 to demonstrate compliance. Recital 47 



 6 

of the EU GDPR states that direct marketing can be regarded as a legitimate interest, 
so absent the effect of PECR, it would always be a likely alternative to consent.  
 
The assessment approach is to specify the legitimate interest (in this case, the need to 
promote and sell products), establish why direct marketing is ‘necessary’ (i.e. there is 
no obvious less intrusive and more proportionate alternative), and then balance the 
benefit to the controller against the impact of the marketing on the rights and 
freedoms of the data subject. 
 
PECR does not mention legitimate interests; it sets out when consent is required, but 
the below table reflects when legitimate interests can be relied on because it is not 
ruled out 
 
Liability 
It is also worth noting that PECR liability sits with the organisation that transmits the 
marketing message, but it also falls on the organisation that instigates the sending of 
the data via a third-party processor or affiliate. 
 
Method PECR 

regulation 
Implications 

   
Post n/a Consent or legitimate interest (PECR does not apply) 
   
Cookies (for 
marketing 
purposes) 

R6 Consent 

   
Automated 
calls 

R19 Consent 

   
Live calls R21 Consent or legitimate interest – however, you cannot call 

anyone registered on the Telephone Preference Service 
or who has specifically told you not to call them 

   
Text 
messages 
and emails 
of all kinds 

R22 Consent, with two main exemptions (below) 
 

• PECR does not apply to ‘corporate subscribers’ 
(email addresses assigned by an employer or other 
institution rather than directly from the email 
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provider) so email marketing can be sent on the 
basis of legitimate interests 

 
• The “soft opt in” – consent is not required if three 

conditions are met. The recipient’s email address 
must be obtained in the course of a sale or 
negotiations for a sale (the soft opt-in doesn’t work 
for charitable donations or services offered for 
free), the recipient is offered the chance to opt-out 
when their email is obtained and every time an 
email is sent, and any emails sent are only about 
similar products or services to the one in the 
original sale 

Rights 
 
Another important consequence of a message meeting the definition of ‘direct 
marketing’ is the triggering of rights under A21.3, which states simply: 
 
“Where the data subject objects to processing for direct marketing purposes, the 
personal data shall no longer be processed for such purposes” 
 
This is an opt-out right with no exceptions, so a person can stop both the delivery of 
messages but also the underlying processing – profiling and other background activities 
have to stop. It is even possible for a person to use A21.3 to stop marketing before it is 
sent. 
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Cases that you may find interesting 
 
Optical Express v ICO, EA/2015/0014, 31/08/15 
 
An old case but still relevant, dealing with the laser-eye surgery specialists’ acquisition 
of data from third party data brokers. Most of the ICO’s action on PECR breaches 
comes in the form of penalties, but this is an enforcement notice obliging Optical 
Express to stop sending marketing text messages to people where they do not have 
evidence of consent. It’s long and detailed, but it is full of interesting insights, 
especially the Tribunal’s deep scepticism about the practice of buying marketing data 
from brokers, but also the way in which cases are dealt with by the Commissioner. 
 

• https://informationrights.decisions.tribunals.gov.uk/DBFiles/Decision/i1628/EA-
2015-0014_31-08-2015.pdf  

 
 
Xerpla Ltd v ICO, EA/2017/0262 (14/08/18) 
 
Xerpla should be a much more widely known case than it is, as it gives helpful 
guidance on what people can realistically consent to, but also for the clear 
demonstration that the ICO doesn’t always know what they’re doing (despite 
marketing being their strongest suit in enforcement). Xerpla send out a special offers 
email with different organisations featured in every one. ICO fined Xerpla on the basis 
recipients hadn’t consented to receive offers from the featured companies, but the 
Tribunal rejected the ICO’s case completely. Their argument was simple – as long as 
subscribers are sufficiently aware that they are consenting to an email that contains 
unspecified offers, the consent is valid. 
 

• https://informationrights.decisions.tribunals.gov.uk/DBFiles/Decision/i2253/Xerp
la%20Ltd%20EA-2017-0262%20(14.08.18).pdf  

 
 
Bounty ICO GDPR Penalty, £400,000 penalty 12/04/2019 
 
Bounty is a rare ICO enforcement case that centres on marketing but was dealt with as 
a Data Protection breach. The mischief in question took place before the GDPR came 
into force, so although this fine happened in 2019, it was issued under the Data 
Protection Act 1998. The Bounty fine shows the interdependence of consent and 
transparency. Transparency is always required, but if the nature of the processing is not 
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clear, any attempt to rely on consent will be fatally undermined. At the same time, the 
ICO also fined a media company (Tru Visions) and although not a marketing case, that 
penalty and the subsequent unsuccessful appeal covers similar territory.  
 

• https://ico.org.uk/media/action-weve-taken/mpns/2614757/bounty-mpn-
20190412.pdf  

 
 
Leave.EU & Eldon Insurance vs ICO, EA/2019/0054-0059, 05/03/2020 
 
This decision is a bit of a mess, as it consolidates a number of different appeals from 
two different parts of Arron Banks’ empire, his Brexit campaign Leave.EU and his 
insurance company Eldon, which trades as GoSkippy. Leave.EU sent emails to its 
subscribers (all of whom had consented to receive them), but despite receiving no 
complaints, the ICO enforced because the emails contained an advert for Go Skippy. A 
spam sandwich still contains spam, according to the ICO’s lawyer, leading to a strange 
decision which states that unless a person has consented to receive marketing from a 
third party whose content is included in an email, such content breaches PECR. I 
confess to thinking that this decision is stupid, especially given the number of 
marketing emails I receive which feature third party adverts in them. 
 
https://informationrights.decisions.tribunals.gov.uk/DBFiles/Decision/i2604/Leave.EU%
20Group%20Ltd%20&%20Eldon%20Insurance%20Services%20Ltd.pdf  
 
 
Koypo ICO PECR penalty, £100,000, 04/08/2020 
 
21,166,574 unsolicited emails were sent on behalf of Koypo Laboratories via a network 
of 61 affiliates and sub-affiliates. Even though Koypo didn’t send the emails 
themselves, they were liable under PECR because they instigated the sending of the 
emails without having any evidence of consent from the recipients. This is an 
interesting case on its own merits but is also an example of a tactic that the ICO is 
adopting more often, where they will issue not only a penalty to punish organisations 
for past breaches, but an enforcement notice to prevent new ones. 
 

• Penalty notice: https://ico.org.uk/media/action-weve-
taken/mpns/2618090/koypo-laboratories-ltd-mpn.pdf  

• Enforcement notice: https://ico.org.uk/media/action-weve-taken/enforcement-
notices/2618091/koypo-laboratories-ltd-en.pdf 
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