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The scenario 
 
Langley Council is a unitary council responsible for all council services in the large town of 
Langley and surrounding suburbs. The council’s previous Data Protection Officer left 
abruptly, protesting that they were being side-lined and ignored by the council’s 
management. You work for Get Data Protection Right, a company that provides outsourced 
Data Protection Officer services, and Langley has engaged GDPR Ltd on what was 
supposed to be a short-term basis while they work out how to deal with the job in future. 
Things have not progressed. 
 
The council has a problem. Larry Porter, a manager working in the Finance Team, set up 
fake direct care payment recipients (payments made to allow recipients to choose who will 
provide their care). After one of his staff, Billy Savage, wrote down his password, Porter 
used his log-in to create them. He has siphoned off hundreds of thousands of pounds, 
spending it on a luxury lifestyle. When an audit identified some of the rogue accounts, Billy 
was originally under suspicion, but IT staff were able to establish that Billy’s account was 
accessed at a time when he was definitely not at work or with access to the system. 
Eventually, the trail led to Porter. 
 
Several investigations ran in parallel. The police received full copies of electronic evidence, 
as well as witness statements from a number of council staff including the auditors, IT staff 
and members of Porter’s team, as well as Porter himself. Separately, the council launched a 
disciplinary investigation with a view to sacking Porter – though he will end up in prison, the 
council wanted to dismiss him formally in order to reclaim his pension. Finally, there was an 
abortive investigation into documents found on Porter’s personal laptop (initially seized in 
error) relating to a group of vulnerable care clients – Porter appeared to be profiling them, 
possibly with a view to defrauding them. He refused to explain what the data was for, and 
no evidence has been found that Porter approached or had any contact with them. 
 
The council wanted legal advice about the DP implications of various aspects of the case. 
The lawyers asked for copies of all relevant documents. All the information obtained for all 
three investigations was collated. The law firm suggested that the information could be 
loaded onto a pen drive and collected by one of their clerks, but Holly Stewart, an auditor 
working on the case objected, and your advice was sought. You advised that a secure data 
transfer of only the relevant information should be transferred. 
 
Months have passed. Porter has now been dismissed and his pension reclaimed. He is on 
remand, awaiting trial for stealing the money. The council’s senior management team 
decided not to pursue the issue of the data because they cannot be sure what Porter was 
doing with the information and they claimed that informing the individuals on the list and 
their families would cause unnecessary damage and distress. They were never informed 
about the incident. 
 
Months later, a notorious local campaigner and blogger called Mike Fiddler claims that he 
has an explosive ‘dossier’ detailing scandal at the council. Fiddler says he has evidence of a 
significant data breach associated with the Porter incident, and he will reveal all on his blog 



 

 

and on social media imminently. Holly says that there was a lot of confusion in the finance 
department, and there are rumours that someone might have put the data on a pen drive 
before you advised against it. This could be how Fiddler obtained the data. Whether this is 
true or not, Fiddler sounds like he has the information from somewhere, and you need to 
work out what to do next. 
 
You and Holly meet with the Head of Legal, Nicola Powers. To avoid a conflict of interest, 
she will formally make any necessary decisions, but she makes it clear that as an external 
and independent group, you should dig into the situation and see what can be done to 
rectify it. The council is highly likely follow your advice. 
 
  



 

 

Cases that you may find interesting 
 
If you look at the ICO’s website, you will find three areas on which the ICO has focussed its 
attention. By far the biggest area is FOI / EIR, where hundreds of decisions are made every 
year. Behind that are enforcement notices and penalties issued under PECR, based on the 
number of complaints ICO receives, often outnumbering DP complaints at a ratio of four to 
one. Within Data Protection enforcement, security is the predominant cause of ICO action. 
From the ICO’s first fines on A4E and Hounslow / Ealing councils, all the way to the biggest 
DP penalty in UK history (against British Airways in 2020), security is the main game in DP 
town. 
 
To be honest, the roll-call of security cases is rather dull, with every case boiling down to a 
reliable formula of *incident* that shows *lack of obvious security measure* = legit 
enforcement. You could learn a lot about how DP security works by reading any ICO 
enforcement case because they are boringly reliable. Here are two examples: 
 
ICO Penalty on British Airways, 16/10/2020 
 
Given that this is a monster notice, clocking in at 114 pages, it might be quicker to watch 
my webinar on the decision than to read the text. Nevertheless, you cannot fault the ICO 
for inattention to detail. What distinguishes the BA decision is the meticulous description of 
what they say BA did wrong and what they could have done to prevent. Despite generous 
redactions which might frustrate technical experts, the BA decision is very clear and 
understandably detailed. 
 
This is a link to the decision; https://ico.org.uk/media/action-weve-
taken/mpns/2618421/ba-penalty-20201016.pdf 
 
This is a link to my webinar about it: https://vimeo.com/509557922  
 
Scottish Borders Council vs ICO, EA/2012/0212, 21/08/2013 
 
Possibly the perfect mirror image of the BA decision is the Borders decision, which sees the 
ICO’s conveyor belt approach to enforcement in disarray. Despite rolling out David Smith - 
Deputy Commissioner at the time - the ICO proves incapable of providing a close enough 
link between the breach (the absence of a valid contract with their data processor) and the 
incident (paper records containing personal data spilling out of a recycling bin in a Tesco in 
South Queensferry). UK GDPR doesn’t require the same direct link between incident and 
breach, but the ICO’s failure to make a good case is still instructive. 
 
https://informationrights.decisions.tribunals.gov.uk/DBFiles/Decision/i1068/Scottish%20Bor
ders%20Council%20EA.2012.0212%20(210813)%20Preliminary%20Decision.pdf  
 
 
 
 



 

 

Basic guidance to dealing with a security incident 
 
1 What to look out for: security incidents 
 
Losses and thefts: loss or theft of paper documents containing personal data, especially 
sensitive or confidential information; the loss or theft of sensitive data or equipment; 
unauthorised access to, tampering with or use of systems or equipment; unauthorised 
changes to system hardware, firmware or software; deliberate attempt by a third party to 
steal data  
 
Mishandling: emails, post, faxes or other correspondence sent to the wrong person or 
destination, especially where the data is sensitive or the incidents are repeated; wrong data 
or files attached to correspondence when sent out: data or equipment on which data is 
stored is not securely disposed of; data or equipment is left in vacated buildings or furniture 
containing records is disposed of without the records being cleared out 
 
Improper and inappropriate use: improper use of equipment or access; unauthorised use of 
non-work email, equipment or storage for work purposes; failure to revoke access from 
leavers, contractors or people changing job roles 
 
Electronic: malware attacks (viruses, worms, Trojan horses); unauthorised disruption of 
service (denial of service and distributed denial of service attacks), phishing attacks, etc.  
 
Operational: system failures, crashes, environmental failures and operator errors may have 
security implications and should be treated as incidents, in addition to their potential 
implications for business continuity.  
 
Do not hesitate to examine any incident where data was put at risk. Even if an incident is 
not a ‘personal data breach’ (often called a ‘near miss’), investigating it might reveal 
problems or weaknesses that can then be addressed. 
 
 
2 Basic considerations for Personal Data Breaches and other incidents 
 
Every data controller is obliged under the UK GDPR to report certain incidents to the 
Information Commissioner’s Office under Article 33.1 of the UK GDPR. Two criteria must be 
met before an incident must be reported. Under a separate, higher threshold in A34.1, 
there is also provision for notifying the affected data subjects. 
 
The first criteria for ICO reporting is that the incident is a ‘personal data breach’ (PDB). This 
is a breach of your security that results in one of the following outcomes:  
 

• personal data is destroyed 
• personal data is lost (which includes situations where the data is unavailable for a 

period even though it might ultimately be recovered) 
• personal data is altered without the data controller’s authorisation 



 

 

• personal data is disclosed to a third party or accessed by a personal data without 
the data controller’s authorisation; note that this does not need to involve any 
malice or mischief on behalf of the third party; they may innocently receive or gain 
access to data. 

 
One of the above outcomes actually has to happen for an incident to be a PDB – it is not 
enough that such a thing could have happened. If there is a security incident where one of 
the above could have happened or nearly happened but that outcome was averted, the 
incident in question is not a personal data breach. Nevertheless, many security incidents 
merit investigation regardless of whether data was compromised. 
 
The second criteria is that once it is clear that the incident is a personal data breach, the 
data controller must within 72 hours carry out a risk assessment whether to inform the 
Information Commissioner based on the risks to the people whose data has been 
compromised.  
 
Separately, the controller needs to decide whether to inform the affected individuals – 
there are criteria in the GDPR for mandatory notification, but there may be an argument for 
transparency over and above what is required by law. 
  
The controller also needs to take steps to recover any data involved in the incident and / or 
contain its spread or effects. The causes of the incident should be identified. The controller 
should also try to identify steps that might prevent a similar incident from happening again. 
A genuine accident, or a theft that could not have been prevented is not likely to be 
unlawful, whereas a failure to implement proper security measures, whether technical or 
practical, to protect data is almost certainly an infringement of the law for which the 
controller can be held liable. 
 
 
2 Four steps to take 
 
There are many methodologies for managing a security incident, and internal arrangements 
you set up should suit your current way of working. Nevertheless, it is wise to think about 
the different issues that dealing with an incident might involve – it’s not just about reporting 
to the Commissioner or getting the data back. In managing any security incident, your 
methodology should take into account four distinct strands. 
 

• Containment of the incident and recovery of the data 
• Assessment of the risks to the data subjects (and the organisation) 
• Possible notification to the ICO and the data subjects  
• Evaluation of the incident and improvement 

 
2.1 Containment and recovery 
  
The aim of this stage is to contain the problem and prevent it getting worse. For example, if 
data is lost, you want to find it; if sent to the wrong person, you want to get it deleted or 



 

 

returned. Whatever else happens, someone should have responsibility internally for 
managing the incident. This might be the same person every time e.g. the Data Protection 
Officer (DPO) or Senior Information Risk Owner (SIRO), or it might be someone within the 
affected part of the business. 
 
As soon as an incident comes to light, the incident should be reported to the DPO or DP 
lead. There should not be a local triage process at this stage unless formally approved by 
the organisation with input from the DPO or DP lead. Better to tell the DPO about a minor 
incident that withhold information about something serious. At this stage, other officers 
who need to know about the incident should be notified. This could include senior officers 
within the affected business area, individuals responsible for data security, or the SIRO or 
Asset Owner. 
 
Important steps to take 

 
• Limit the extent of the incident if possible e.g. isolate or close a compromised 

section of the network, search for a lost piece of equipment, introduce additional 
security, stop sending faxes, get in contact with a person who has received 
information – anything that will stop the breach from continuing or getting any 
worse if it was not a single event. The Data Protection Act 2018 includes an 
important change that makes it a criminal offence to retain personal data without 
the authorisation of the data controller. This is S177(1)(c), and it can be a useful lever 
when dealing with someone who has received or accessed data and will not return 
or delete it. 

  
• Where the incident involves theft or other criminal activity, inform the police. Where 

the incident involves personal data being deliberately accessed without 
authorisation, or where a person has given or copied your data to third parties 
without authorisation, consider contacting the Information Commissioner. You do 
not need to inform the police where records have been lost or made available 
accidentally, but if equipment or files have gone missing having been left 
unattended or forgotten, treat data as stolen until advised otherwise. 

 
2.2 Risk assessment 
 
The chief issue is whether the incident poses a risk to the individuals who can be identified 
by the data. Nominated staff should assess the potential adverse consequences for 
individuals, how serious or substantial these are and how likely they are to happen. If you 
have a DPO, they should be consulted. 
 
In making this assessment, consider the following: 

 
• what type of data is involved? 

 
• how sensitive is the data – does it involve information about health, religion, 

sexuality or some other sensitive characteristics? Could the person / persons be at 



 

 

risk of harm, at risk of fraud or other criminal activity as a result of the data being 
compromised? 
  

• What could the data tell a third party about the individual – does it include 
information that is subject to a duty of confidence? 
 

• If personal data has been lost or stolen, are there any protections in place such as 
encryption? 
 

• How many individuals’ personal data are affected by the breach?  
 

• Who are the individuals whose data has been breached? Are they staff, patients / 
clients, customers?  

 
• Are there specific risks, in the sense that those who have the data may not recognise 

its significance, but will do so if the incident is publicised? 
 
Although this forms no part of the legal process and should not be the highest priority, this 
is also an ideal time to consider the risks to your organisation’s reputation and ability to 
function. The incident may have business and PR ramifications, and there is no shame in 
attempting to mitigate them at the same time as dealing with the incident itself. 
 
 
2.3 Informing the Information Commissioner 
 
If a personal data breach has been identified, the DPO or DP lead should inform the 
Information Commissioner unless s/he concludes that the incident is unlikely to cause a risk 
to the privacy, confidentiality or other interests of the affected people. This might be 
because the incident involves data that is already in the public domain, was stored on a lost 
laptop that was encrypted, or because data was quickly recovered without being accessed 
or tampered with. 
 
2.4 Notifying individuals 
 
The threshold for notifying individuals is higher. Notification is mandatory only when the 
PDB is likely to pose a high risk to individuals’ rights and freedoms. When assessing 
whether it is necessary to notify individuals, consider the following issues: 
 

• Does the incident involve high risk to individuals i.e. financial information, health or 
other similarly confidential information, or other data that might put them at risk if 
disclosed? 
  

• Are there any legal or contractual issues requiring you to notify them?  
 

• Will notification of data subjects assist in identifying where the data is, or where 
relevant, who accessed or copied it? 



 

 

 
• Will notification help data subjects manage the risk themselves e.g. cancelling credit 

cards, changing passwords, or being on guard for bogus contacts or calls? 
 

• Will notification need to be made appropriate for specific groups e.g. parents of 
children affected by the incident or vulnerable adults? 

 
• What information will data subjects need, is there any specific advice that they need 

to be provided with, and what is the most effective and fairest way to communicate 
with them? 

 
You should start from the assumption that individuals will be informed if there is a risk or 
problem that they can manage or avoid if they are aware of it. Even when you judge that 
the threshold is not met for reporting to the ICO, there might be good reasons to tell 
people anyway (not least the possibility of them finding out about the incident from 
someone else.  
 
 
3 Evaluation and response 
  
Regardless of whether the incident is reported, any incident should be investigated with a 
view to establishing at least: 

 
• How did the incident happen? Was it due to human error? Was there a technical or 

procedural failing? 
• Could it have been prevented? Were there warnings or previous incidents that 

might have suggested that such an incident might occur? Allow staff to comment on 
concerns or issues that might not previously have been expressed. 

• Where procedures relevant to the incident were not sufficient, or not followed 
properly? Is there a clear policy / procedure gap that might have prevented this? 

• Is there evidence that staff do not want to draw attention to / admit to technical or 
procedural problems? How can this be improved? 

• Would specific technical measures (e.g. encryption or a change in the use of 
equipment) or organisational (e.g. specific training, reminders, checks by colleagues 
or managers) prevent or reduce the likelihood of repeat incidents 

• Is disciplinary action appropriate e.g. where policies or training were provided but 
ignored? Was this obviously a deliberate act? 

 
The possible solutions / improvements will obviously depend on the nature of the incident, 
and any suggestions here will inevitably be generic. Nevertheless, think about whether any 
of the following will benefit the organisation: 
 

• Training – especially where the incident was related to poor understanding of a 
system or process internally. Training on data protection might help, but is not a 
magical solution to incidents, whereas staff who have improved / updated skills to 
do their job might well be 
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• Audits – look at your policies and procedures to see if they are fit for purpose, and 
then check whether they are effectively communicated and understood. Consider 
using focus groups and tests to see whether staff know what is expected of them. 

• Technical changes – there are a huge number of changes that might help, including 
limiting data access to certain roles or functions, encryption, pseudonymisation, 
upgrades of equipment, withdrawing / allowing Bring Your Own Device 
(paradoxically, either might be a solution, as some incidents are caused by devices 
that are out of your control, while others are caused by staff using unfamiliar or 
unintuitive systems or devices) 
 

Ultimately, the better you understand why the incident happened, the more likely it is that 
you will identify an improvement that will reduce the likelihood of a repeat. 


