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Hello

Webinar begins shortly
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DPIAs and DP by 
Design: basics

Tim Turner

July 2020
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What are we 
doing?

Is it the best 
way to do it?

What could go 
wrong?

Can we 
sensibly deal 

with that?
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Are we still 
doing it?

Is it still the 
best way to do 

it?

What could go 
wrong now?

Can we 
sensibly deal 

with that?
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Living Identified Identifiable

Factual Opinion Held in any 
format

Personal Data
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a) Lawfulness, 
fairness and 
transparency

b) Define 
purpose; do not 
contradict that 

purpose

c) Limit the 
amount of data 

you use

d) Ensure all 
data is accurate

e) Limit the 
amount of time 
you keep data

f) Keep all data 
secure

A5: Principles

Controller is responsible for and shall be able 
to demonstrate compliance
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Obligations

Rights

Principles
A5 – A9 

A12 – A22 

A23 – A39 
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DPO

DPIA

DP by 
design

A25

A35

A37 - 39 
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A25(1): DP by Design

• Taking into account 
• the state of the art
• the cost of implementation
• the nature, scope, context and purposes of processing 

• as well as 
• the risks of varying likelihood and severity for rights and 

freedoms of natural persons posed by the processing,
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A25(1): DP by Design

• the controller shall
• both at the time of the determination of the means for 

processing and
• at the time of the processing itself, 

• implement appropriate technical and organisational 
measures, such as pseudonymisation, which are 
designed to implement data-protection principles, 
such as data minimisation, in an effective manner 
and to integrate the necessary safeguards into the 
processing in order to meet the requirements of this 
Regulation and protect the rights of data subjects 
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A25(2): DP by Design

• The controller shall implement appropriate 
technical and organisational measures for ensuring 
that, by default, only personal data which are 
necessary for each specific purpose of the 
processing are processed. That obligation applies 
to the amount of personal data collected, the 
extent of their processing, the period of their 
storage and their accessibility. In particular, such 
measures shall ensure that by default personal data 
are not made accessible without the individual's 
intervention to an indefinite number of natural 
persons. 
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Irish DPC view

‘Data protection by design’ means embedding data privacy features and 
data privacy enhancing technologies directly into the design of projects 
at an early stage. This will help to ensure better and more cost-effective 
protection for individual data privacy. 

‘Data protection by default’ means that service settings must be 
automatically data protection-friendly. 

12
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Canadian Privacy by Design

PROACTIVE NOT REACTIVE; 
PREVENTATIVE NOT 

REMEDIAL

PRIVACY AS THE DEFAULT PRIVACY EMBEDDED INTO 
DESIGN

FULL FUNCTIONALITY –
POSITIVE-SUM, NOT ZERO-

SUM

END-TO-END SECURITY –
FULL LIFECYCLE 

PROTECTION

VISIBILITY AND 
TRANSPARENCY – KEEP IT 

OPEN

RESPECT FOR USER 
PRIVACY – KEEP IT USER-

CENTRIC
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January 2008: laptop containing MOD recruitment data stolen from 
a parked car

Why was the laptop left in the car?

Why was the laptop not encrypted?

Why were 600,000 people’s records stored *on* the laptop?

Why were so many records kept at all?
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2008 Burton Review

Review carried out by Sir Edward Burton

“The Department is not treating information, knowledge and data as key operational and 
business assets”

“Information risk is not being formally managed at executive boards across the 
Department, with a small number of exceptions"

“there is little awareness of the current, real, threat to information, and hence to the 
Department’s ability to deliver and support operational capability. Consequently, there can 
be little assurance that information is being effectively protected”

15
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A25 Enforcement

30th October 2019, Berlin DPA, €14,500,000, Deutche
Wohnen

Company’s archiving system for tenants’ personal data 
could not delete data

This included salary statements, extracts from employment 
and training contracts, tax, social security and health 
insurance data as well as bank statements 
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William Goldman’s 10 
Commandments of screenwriting

1. Thou shalt not take the crisis out of the protagonist’s hands.
2. Thou shalt not make life easy for the protagonist.
3. Thou shalt not give exposition for exposition’s sake.
4. Thou shalt not use false mystery or cheap surprise.

5. Thou shalt respect thy audience.
6. Thou shalt know thy world as God knows this one.

7. Thou shalt not complicate when complexity is better.
8. Thou shalt seek the end of the line, taking characters to the farthest 

depth of the conflict imaginable within the story’s own realm of 
probability.

9. Thou shalt not write on the nose — put a subtext under every text.
10. Thou shalt rewrite.
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Where and who?

• Policy development
• Product / service 

design
• Project management
• Procurement
• IT developers / 

designers

• Senior Management
• Decision makers
• Networkers
• Budget holders
• People who know 

what’s going on

18
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Hallmarks of DP by design and 
default

Clear purpose 
definition for data 

use

Legal basis 
routinely identified 

and recorded

DP routinely 
considered at the 

beginning of 
projects

DPO routinely 
consulted

Rights and 
principles 

designed into 
systems

Regular DPIAs 
carried out

Sensible policies 
and controls 

communicated and 
monitored

Data minimisation 
built into design of 

systems

Devices secured 
when issued

19

Examples

Project management process automatically prompts with DPIA 
questions

HR system automatically deletes data after fixed period (or records are 
flagged for review)

CCTV system has facility to pixelate third parties

Devices are issued encrypted with automatic log-out, back-up and auto-
wipe

Email asks you automatically if you want to CC large numbers of people 

20

Data Protection Impact 
Assessments

21
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Service design

Policy development

Procurement

FIND THE NEW PROCESSING

22

Resources

Practical guidance from New Zealand government

Advice and software from CNIL (French DP Supervisory 
Authority)

ICO Code of Practice (now out of date)

Advice from the EDPB
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Southampton CCTV

2009 – 2012

Southampton require cabs to have CCTV in all licensed taxis that also record 
sound

ICO says audio is disproportionate breach of HRA Privacy so ‘unlawful’ in DPA 
terms & enforces

Appeal: EA/2012/0171

Tribunal agrees – gaps in Southampton’s processes and decision-making

24
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What went wrong?

“First, as we have mentioned, the policy 
has never been written down as such 
and we are concerned that, at least in so 
far as it relates to audio-recording, it was 
not very fully consulted on or well 
thought through. Rather it appears to 
have been driven by technological 
developments.”
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What went wrong?

“Second, there is already evidence of 
what was called at the hearing “function 
creep”: for example, the use of the 
system by the police to gather evidence 
about crimes not directly related to taxis, 
however beneficial in itself, was not (or 
should not have been) part of any policy 
devised by the Council arising from its 
taxi licensing function..”

26
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Facial recognition

• Properly transparent
• Used for a limited time, covering a limited footprint.
• AFR was used for the specific and limited purpose 

of seeking to identify particular individuals
• Human officer decides what to do
• Nobody was wrongly arrested. Nobody 

complained. 
• No police officer, or any human agent accesses data 

about innocent parties
• Granular retention periods were specified in the 

DPIA
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CNIL summary

Two pillars on which a DPIA is based

fundamental GDPR rights and principles, which are “non-
negotiable”, established by law and which must be respected, 
regardless of the nature, severity and likelihood of risks

management of data subjects’ privacy risks, which determines 
the appropriate technical and organisational controls to protect 
personal data

29

What is an impact assessment?

Systematic description of project and purposes

Assess necessity and proportionality

Identify risks to subject rights and freedoms 

Apply suitable measures and safeguards

Consult affected individuals

Document your decisions

30
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Not just a DP test

• EDPB says look at other fundamental rights such as 
freedom of speech, freedom of thought, freedom of 
movement, prohibition of discrimination, right to 
liberty, conscience and religion. 

• And what about risks to you….

31

May require several iterations

Mandatory for high risk processing

Going back would be good practice

Not retrospective
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Introduction of employee 
monitoring

Introduction of CCTV

New IT system

PROCESSING OPERATIONS?

33
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Likelihood Severity Appropriate 
action
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Can do DPIA on software and hardware

You can rely on someone else’s DPIA for 
same processing operation

One DPIA can cover several 
instances

35

Who carries it out?

36
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Data Protection Officer

Article 35(2): Controller *shall* seek the advice of data 
protection officer, where designated, when carrying out a 
data protection impact assessment

Strong implications about who does the assessment (q.v. 
CNIL guidance on DPIAs)
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Data Protection Officer

Article 35(2): Controller *shall* seek the advice of data 
protection officer, where designated, when carrying out a 
data protection impact assessment

Strong implications about who does the assessment (q.v. 
CNIL guidance on DPIAs)
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DPO role

Org should ask DPO

Do we do a DPIA?

How should we do it?

Should we outsource it?

W hat safeguards would mitigate the risk?

Did we do the DPIA properly?

Dissenting DPO opinion should be recorded

39
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DPO role

Org should ask DPO

Do we do a DPIA?

How should we do it?

Should we outsource it?

W hat safeguards would mitigate the risk?

Did we do the DPIA properly?

Dissenting DPO opinion should be recorded

40

WHEN IS A DPIA 
REQUIRED?

41

No need to do one

No high risk

Previous DPIA applies

Processing authorised by ICO

Processing is done under legal obligation / official authority, and DPIA 
already carried out 

Where ICO / other SA has said that no DPIA is necessary

42
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No need to do one

No high risk

Previous DPIA applies

Processing authorised by ICO

Processing is done under legal obligation / official authority, and DPIA 
already carried out 

Where ICO / other SA has said that no DPIA is necessary
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No need to do one

No high risk

Previous DPIA applies

Processing authorised by ICO

Processing is done under legal obligation / official authority, and DPIA 
already carried out 

Where ICO / other SA has said that no DPIA is necessary
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No need to do one

No high risk

Previous DPIA applies

Processing authorised by ICO

Processing is done under legal obligation / official authority, and DPIA 
already carried out 

Where ICO / other SA has said that no DPIA is necessary

45



21/07/2020

16

No need to do one

No high risk

Previous DPIA applies

Processing authorised by ICO

Processing is done under legal obligation / official authority, and DPIA 
already carried out 

Where ICO / other SA has said that no DPIA is necessary
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Good DPIA culture:

Ask the question 'do we need to do one 
here?' as often as you can

Clearly and honestly describe the 
processing and its objectives

Be realistic about the risks involved

Be willing to adapt
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Large scale special categories / criminal data

Public surveillance on large scale

Profiling with significant effects

On high-risk processing before it happens

GDPR A35: Mandatory DPIAs

48
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Large scale special categories / criminal data

Public surveillance on large scale

Profiling with significant effects

On high-risk processing before it happens

GDPR A35: Mandatory DPIAs
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Large scale special categories / criminal data

Public surveillance on large scale

Profiling with significant effects

On high-risk processing before it happens

GDPR A35: Mandatory DPIAs
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What is large scale?

GDPR says nothing

EDPB says consider 
different factors

Number of subjects / proportion of relevant 

population

Volume of data

Duration / permanence of processing

Geographical spread of processing

51
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EDPB: What is high risk?

AT LEAST TWO

OF THESE

Evaluation or 
scoring

Automated 
decisions

Systematic 
monitoring

Sensitive data
Large scale 
processing

Matching 
datasets

Vulnerable 
subjects

Innovative 
techniques

Processing that 
limits rights

52
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What is an impact assessment?

Systematic description of project and purposes

Assess necessity and proportionality

Identify risks to subject rights and freedoms 

Apply suitable measures and safeguards

Consult affected individuals

Document your decisions

55

Contact 2040 for 
advice and training

www.2040training.co.uk
Tel: 07508341090

Email: tim@2040training.co.uk
Twitter: @tim2040

LinkedIn: Tim Turner
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