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1/2: Public information: GDPR does not inhibit use of 
data for coronavirus response. GDPR has a clause 

excepting work in the overwhelming public interest. No 
one should constrain work on responding to coronavirus 

due to data protection laws.

Matt Hancock on Twitter, March 18 2020
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Fundamentals
Justifying the 

use of personal 
data

Employees
Working from 

home

What we’re looking at
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NECESSARY: the best way to do a 
thing, without an obvious 

alternative that is less intrusive or 
damaging to the subject

4

STARTING POINT: Think about the 
person, their expectations, and the 

impact on them of what you’re 
doing
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Fundamentals

• Gather only what’s necessary – specific purpose with 
legal basis, need to know not interesting

• Limit access to special categories data

• Choose the most secure method of access / transfer

• Transparency is nearly always required

• Dispose of data when the crisis is over
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All things being equal

• A35: Data Protection Impact Assessment

• What exactly are we doing?

• Is there a better alternative?

• What could go wrong with it from the perspective 
of the people whose data we are using?

• Can we improve it to use reduce the risk before we 
do whatever it is?
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Justifying the use of 
personal data
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Consent Necessary for 
contract

Necessary for 
legal obligation

Necessary to 
protect vital 

interests

Necessary for 
official authority 
/ public interest

Necessary for 
legitimate 

interest

Article 6:
Legal basis
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Racial / ethnic
origin

Political 
opinions

Religious / 
philosophical

beliefs

Trade union Biometric & 
genetic data Health

Sex life / 
sexual 

orientation

Article 9:
Special categories
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processing is necessary to protect the 
vital interests of the data subject or of 
another natural person where the data 

subject is physically or legally 
incapable of giving consent 
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processing is necessary to protect the 
vital interests of the data subject or of 
another natural person where the data 

subject is physically or legally 
incapable of giving consent 
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processing is necessary for the purposes of carrying out 
the obligations and exercising specific rights of the 

controller or of the data subject in the field of 
employment and social security and social protection 
law in so far as it is authorised by Union or Member 

State law or a collective agreement pursuant to Member 
State law providing for appropriate safeguards for the 

fundamental rights and the interests of the data subject 
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1/2: Public information: GDPR does not inhibit use of 
data for coronavirus response. GDPR has a clause 

excepting work in the overwhelming public interest. No 
one should constrain work on responding to coronavirus 

due to data protection laws.

Matt Hancock on Twitter, March 18 2020
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1/2: Public information: GDPR does not inhibit use of 
data for coronavirus response. GDPR has a clause 

excepting work in the overwhelming public interest. No 
one should constrain work on responding to coronavirus 

due to data protection laws.

Matt Hancock on Twitter, March 18 2020

Only 
where 
authorised 
specifically 
in the DPA 
2018

SubstantialSubstantial
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processing is necessary for reasons of substantial 
public interest, on the basis of Union or Member 
State law which shall be proportionate to the aim 
pursued, respect the essence of the right to data 
protection and provide for suitable and specific 
measures to safeguard the fundamental rights 

and the interests of the data subject; 
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Substantial public interest

• Authorisations listed in Schedule 1, Part 
2 of the Data Protection Act 2018

• Statutory purposes
• Safeguarding of children and adults at 

risk

• Will need appropriate policy document
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processing is necessary for the purposes of preventive 
or occupational medicine, for the assessment of the 

working capacity of the employee, medical diagnosis, 
the provision of health or social care or treatment or the 

management of health or social care systems and 
services on the basis of Union or Member State law or 

pursuant to contract with a health professional and 
subject to the conditions and safeguards referred to in 

paragraph 3; 

18



16/06/2020

7

processing is necessary for reasons of public interest in 
the area of public health, such as protecting against 

serious cross-border threats to health or ensuring high 
standards of quality and safety of health care and of 

medicinal products or medical devices, on the basis of 
Union or Member State law which provides for suitable 

and specific measures to safeguard the rights and 
freedoms of the data subject, in particular professional 

secrecy; 
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DON’T FORGET ABOUT THOSE 
SAFEGUARDS
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Employees

21
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ICO advice, March 18th 2020

“If you become ill with coronavirus, your employer 
might need to tell your colleagues. But that doesn’t 
mean they need to give out your name”

NB: EDPB says you can when necessary as long as it 
is done transparently, taking account of the person’s 
rights

*NECESSARY*
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ICO advice, March 18th 2020

“You might be asked to give details about sensitive 
health conditions and recent travel that you think are 
excessive. Employers and organisations do have an 
obligation to protect their staff, so in some cases it 
can be reasonable for them to ask you if you’ve 
visited a particular country or if you have experienced 
coronavirus symptoms. But they shouldn’t be asking 
for more information than is necessary, and if you are 
concerned speak to the organisation involved”
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Questions about employees

• Is this person fit for work?
• Health / social care exemption (working capacity)

• Processing to protect other employees
• Health / social care exemption (preventative health)
• Substantial public interest (statutory: health and safety)

• Service planning
• Consent for health or non-personal data
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Working from home
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Working from home

Is it ‘business as usual’ because 
society can’t survive without 

you?

Is the use of personal data at home really necessary?
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Working from home

• Give secure access to your systems, rather than 
data stored at home

• Prioritise the use of your equipment 
• Use *controlled* BYOD

• Use communication tools that are secure
• i.e. not Facebook or your WhatsApp account

• Disconnect IOT devices
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And finally…
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Location Data (PECR)

Restrictions on the processing of location data

14 (2) Location data relating to a user or subscriber of a 
public electronic communications network or a public 
electronic communications service may only be 
processed—
(a) where that user or subscriber cannot be identified 
from such data; or 
(b) where necessary for the provision of a value added 
service, with the consent of that user or subscriber.

National security + statutory purposes exemption 
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Contact 2040 for more 
information and training

Email: tim@2040training.co.uk
Web: www.2040training.co.uk 

Twitter: @tim2040
LinkedIn: Tim Turner
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